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AloT: When Al Meets the Internet of Things

Al + 1oT = Superpowers of Innovation

The Future of Connectivity

LPWAN Cloud Services
* AWS
* IBM
* Azure

Think ahead ( LPWAN vs 5G)
Case Studies

Iraqi Technologists Boards: ITB
Q&A
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Superpowers of Innovation

oT: When Al Meets the Internet of Things

Al + loT
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5G Networks

Artificial
Intelligence (Al)

three key technologies:

loT is empowered by




The 4 Major
AloT Segments

Wearables

Wearable devices continuously monitor and track
user preferences and habits. Applications include
fitness and health trackers, heart rate monitoring,
wireless headphones, and AR/VR devices.,




Smart Home

Smart home devices such as thermostats, coffee
makers, lights, and smart TVs learn a user’s habits to
develop automated home “support” for everyday tasks.
Applications include energy efficiency, safety,
entertainment, access control, and personal comfort.

Smart loT Smart
speakers appliances thermostats




Smart City

Smart cities that integrate all levels of municipal
services are becoming safer, more convenient places to
live. Applications include open data for better urban
planning, optimized energy consumption, and increased
public safety through smart traffic surveillance.

Smart Smart public
energy grids streetlights transportation




Smart Industry

Smart industry devices—the Industrial Internet of Things
(lloT)—use real-time data analytics and machine-
to-machine sensors to optimize operations, logistics, and
supply chain. Data generated from these devices helps
industries foresee challenges—preventing costly errors

and workplace injuries.

Autonomous Automated Predictive
manufacturing supply chain maintenance
robots management sensors




Future AloT
Technologies

AloT innovation shows no signs
of slowing down.

AloT will test how much data our devices can process, future
advancements will push the boundaries of processing and learning.

CURRENF fUTURE

Smart Smart Home Autonomous
thermostats appliances robots vehicles

Edge
Computing

| Data processed by the device itself, a
i local computer or server, rather than
! remote data centers



CURRENF

¢UTURE

1D: Smart 2D: Voice-
Speakers  activated LCD
displays

CURRENS

Natural ePayment
language voice
processing authentication

¢UTURE

Massive 4K Video Super 8k
.. object resolution analytics on  resolution
Vision detection the edge
Al

AloT promises to radically transform how
we interact with our homes, offices, and
cities every day.



The Untapped Potential of Al & loT

AloT innovation i1s only accelerating, and promises to lead us into a more connected future.

Category Today Tomorrow
Edge computing Smart thermostats Home robots
Smart appliances Autonomous vehicles
Voice Al Smart speakers Natural language processing (NLP)

ePayment voice authentication

Vision Al Massive object detection Video analytics on the edge
Super 8K resolution






The loT evolution roadmap
loT 1.0 loT 1.5 loT 2.0

AR-supported
prescriptive
maintenance

Sensors & descriptive Condition-based
data collection predictive
smart meters maintenance

Virtual power plants
Autonomous logistics
& warehousing

Fleet and freight High-voltage load
management balancing
Itemized logistics

loT use cases
(example)

Connection density I
100 K/km* |
Latency 10 ms I
I
I
I

Throughput 1 GB/fs

Availability +99.99% - Connection density 100

M/ km?
- Latency <1ms
- Throughput 20 GB/s
- Availability 2499.999%

Selected connectivity
req

Time
evolution
Pk
=
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B Short range

- Cellular

Long Range (LPWAN)

() Sigfox
(U LoRaWAN
O NB-loT
() Cat-M1

Data rate
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Range



IEEE 802.15.4 LR-WPANS,
ZigBee, WirelessHart,
ISA100.11a, 6LoWPAN,
Wibree, Bluetocth LE,
Insteon, Wavenis, Z-wave,
ANT+, Enocean, and
CSRMesh

IEEE802.11/a/b/g/nfac
IEEE802.11p
IEEEB02.11ad (60 GHz)
IEEE802.11 af (White-Fi/
Super Wi-Fi)
IEEE802.11ah (Wi-Fi
Hal.ow)

Wi-SUN
ZigBee NAN
Wireless M-bus

RFID
NFC

Contact/
Proximity
Range
0-10m

y

Wireless Lor:al~
Area Networks

(WLAN)

I
I
|
I
|
I
|
I
|
I
I
I
I
|
I
|
I
|
I
|
[

Short/Medium

$e- Range
100- 1000 m

Wireless
Neighborhood Area
Networks (WNAN)

Medium Range
upto 10 kms

Cellular : 2G/3G/4G/Proposed 5G
Low Power Wise Area Networks:

Proprietary  Standard based
Sigfox LoRa and LoRaWAN
Ingenu \Weightless, NB-loT
Telensa LTE-M/MTC
Qowisio DASH7, NB-Fi
Nwave EC-GSM-loT

IEEE 802.15.4k/g

Wireless Wide Area
Networks (WWAN)

Long Range
upto 100 kms

g




High-level overview of current LPWAN technologies

: Adjacent / comparative

Licensed spectrum Unlicensed spectrum Unlicensed spectrum

Low-power technologies that operate in Low-power technologies that operate in the unlicensed
the licensed spectrum spectrum

@ NB-ioT

LTE-1 Y

Technologies that are not classified as
LPWAN but have similar features and/or
target similar use cases. They all use the

B —_— unlicensed spectrum.
Y sigfox LoRa e

BN

r'”n ( '-‘(o

B
RPMMA QUEIGHTLESS WIREPAS

nwave  Telensa SllverSpnng @
% NB-Fi

EC-GSM-loT > o1 X o
|7 CTPUX 2 heliun '..'Q“, JupiterMesh
THINGSTREAM =
k3 T |V| |OTY o
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Overview of technical feature of the LPWAN
Technologies :Timeline

IEEE
802.11ah , Weightless-P,
. SIGFOX Weightless-W Weightless-N‘ ‘ LTE-M
‘ DASH?7 Ingenu LoRa ‘ ‘ NB-IoT

2009 2011 2013 2015 2016 2017 Year



PhD Thesis : Dr. Rivadh Abbas — Wasit University

A comparison of long-range M2M technologies

w=@==Maximum number of

devices
e=@==Maximum cell range SIGFOX
(cm) g 1000 ¢ IEEE 802.11ah
=Serhiaxiiom Weightless-W -
transmission power 3 .E
(mW) -
1 ¢ NB-IoT
3 Ingenu
1) °
a 100 * LoRa * CAT-M2
=
Ingenu Weightless-N =t
@ * DASH7 * Weightless-W
é * Weightless-P ® Weightless-N * SIGFOX
g
o 10
R
IEEE 802.11ah Weightless-P g
g
oy
"
]
CH
DASH7 CAT-M2 0 2 4 6 8 10 12

Cell coverage range in km

NB-IoT

Figure 2.37: A comparison of long-range M2M technologies in terms of the number of connected Figure 2.35: Long-range M2M technologies coverage range in km versus the transmission power in

devices, the coverage range, and the transmission power. mW.



Overview of technical feature of the LPWAN Technologies

. . . UNB/GFSK/ OFDMA/ OFDMA/ RPMA DBPSK FDMA+TDMA
Modulation DSS with chi
PBPSK  SC-FDMA  SC-FDMA

868/ seants I band LTE, 315/433/ 169/433/470/780/
Frequency guard band, InbandLTE 2.4GHz 470/868/ 868/915/923MHz

902-928Mhz MHz

stand alone 915MHz
Coverage 153-161dB  149-161 dB 164dB 155.7dB 168-172dB  166dB n/a
Bandwidth 125kHz 100Hz (EU) 180kHz 1.08MHz 1Mhz n/a 12.5Khz
Datarate 031050 kbps 100bps  0.5-200kbps 1Mbps 624 Kops DL e 0.2 to 100kps
156 Kbps UL

Maxmeg/ . imited 1400L unfimiled  n/a uniivited  n/a

day 4 DL



Data rate / Energy use / Cost

WHICH LONG RANGE CONNECTIVITY FOR 10T?

LoRaWAN
Data rate <10 Kbps

© Q2080600
B T LB

.”

Violume of Devices

Customer Costs

Mcaduls oost: $30
Connsctivity cost
- OPEX: 860/ysar
= CAPEX: 30

Advantages

= Existing national covsrage
= High data rate

= Large scosystem of solutione

= Strong data transfer
= Potential naticnal coverags

= Strong data trangfer

= Real two-way communication
= Potential national coverags
= Deeignated for oftiss

= Community & privats networks
= Modular network: Make your own
= Open back-and via APl

= Giobal coverage & gobsl contract

= Mature technology

= Open back-end va AP|

= Simpis & lowseet coet

= Predictabis batiery consumption

= Lowest power consumption

= Large scosystem of chipesta/devicss

Limitations

= Too priosy & too powsr hungry
= Limited rural {off road) coverags
= Umited sxaenzion of coverage

= Limited scoeystsm
= Eany stags, to bs roled cut H2 2017
= Coetly & high power consumption

= Limited rurs! {off road) coversge

= Networks still in trigis with unceriain

commeroial aeployment

= Standarg immature, subject to changs
= No real ecosystem

= Coetly & medium powsr consumption
= Limited rural [off road| coverage

= Rocaming problems between operators
= Samtson iz the only chipast option

= Scalabifty Emitaticn / base station

= Compisx backend intsgration

= No SLA with eporadioc coverags

= Roaming uniksty 10 work ous 1o

numercus emall network operstors

= 12 bytse Uplink meszages
= Downiink triggered by dsvios
= Not sultabis for real time

-gpplostiona



INTERNET OF THINGS ECOSYSTEM Postscapes
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LPWAN Cloud Services

End-to-End
Secured
Payload

LoRaWAN®

Gateway
Wi-Fi/
Ethernet/
Cellular
Network
Server
Application
Server
® [— -] ey .
: — -] — — .. é
= —]
Cloud loT

Services



Building an Industrial IoT platform using AWS loT

N
“iisamazon
" webservices
7 e pr A f B
Amazon Lambda
A, Data Storage Elastic Beanstalk
<HEESY .NET Web App
- 5 —
4 Processing -
AWS |IOT - ~
Hub ‘ ~ / Amazon
S— N ros @[ f——
AWS IOT Rules Transformation \__SQL J Elastic Beanstalk
i Engine 4 \_ y, PAAS Service
- — (Amazon =X
DataAAg?rtggatIon Dynamo DB @
nalytics
L, (Analytics) 4 \NO - sQL )
\_ o AL . \_ J
\4d Amazon Quicksight
Y
4 AWS SQS a1 (" Notification )
Otae Component
: »(AWS Lambda)
= I
\ g \. =7




The Connected Factory Solution with AWS loT

Level 4-5 R i%? ‘/D‘/

aws

.—:/7

partner
network Solutions from AWS partners leverage data in AWS cloud

Create Industrial solutions for business outcomes

Automate production rollout across sites
Leverage Al/ML @ cloud or @ edge

Generate immediate business value

Visualize near-real time operational metrics

MVP dashboard
a\iv,s Organize, store & manage data in AWS cloud
-g VA Create or transfer virtual assets
VAAN Create or transfer asset hierarchies
Level 3 Timeseries hot data store
AWS loT AWS loT AWS Transfer data from SCADA/historian
Core SiteWise Data lake Cold and glacier archival stores
aws F0 \ OD — Extract, convert, filter & send data to AWS cloud
el - + & \ + ;\\) Protocol conversion to MQTT, OPC-UA
Lev El 2 s 2 s = Support for all PLCs and protocols
Fant Edge software .00 r reengrass SCADA/Historian AWS managed loT edge services
(37 party) + SteWise connecior Data Assets AWS qualified edge hardware
—
PLGs aws AWS cloud
Level 1 ?‘;T“JT‘WE Customer data center
o Customer plant floor
Level O Equipment

IMC Framework



AWS loT Greengrass:
Bring local compute, messaging, data management, sync, and ML inference capabilities to edge devices

L AWS Cloud

Deployment, Configuration N
and Management
d AWS loT Greengrass

cloud service
AWS loT Greengrass helps

AWS loT Greengrass core device

%‘] loT Apps
Do
/_\% ) AWS loT Greengrass

| — client software
=

() deploy and configure
assets such as Lambda

functions, Docker images,
or Machine Learning
models for local inference

AWS loT Greengrass enables m Amazon
loT Device local processing, messaging, AWS loT Core @
data management, ML ()] @ Sagemaker
inference, and offers pre-built @
components to accelerate
application development % Amazon Kinesis g\ftvsm}DT
(4 Iewise
Data
Exchange Amazon
. Amazon
e g Q) Cloudwatch
Service (S3)

AWS loT Greengrass is pre-integrated with a number of
AWS services and helps easily connect devices to the cloud



QO

Building 5G Edge Clouds
for Containers with
OpenNebula and AWS
Wavelength

Docker Hub

Open

Central Location

/| Open

Discover Use Contribute Engage Enterp
Nebula

Y

) DECEMBER 10, 2020 O ANNOUNCEMENTS, BLOG, CONTAINERS, EDGE
COMPUTING, EXPERIENCES

Share article

Building 5G Edge Clouds for Containers with
\Iy OpenNebula and AWS Wavelength

. /

Since the release of version 5.8 ‘Edge’ in February

~
AWS Region Wavelength Zone \
. Amazon |
Public Subnet VpC Private Subnet I
f[ N1 1/ I

Web Server Inference API \
Engine Server
K3s Server | Carrier
K3s Agents SSH | [ K3s Agents ] Gateway
7

connection

. | | .

4 Firecracke + LXD 5G Mobile

ecracker I @ \; | Client
88 ) (88 )
\ VAN /,
“Bastion Host” \ Edge Node /

-_—" s - - -
Internet
Gateway



awg Services ¥ VAN channy @ channy ¥  N.Virginia ¥  Support ¥

AWS loT X

AWS loT

Monitor

Activity Aws loT co re fo r LoRAaWAN Get started with AWS loT Core for

LoRaWAN
» Onboard

Connect and manage

» Manage Register your LoRaWAN gateways and devices

R LoRaWAN gateways and
S devices with AWS cloud

Intro
Setup a private LoRaWAN network by connecting your own devices and gateways with no
Gateways LoRaWAN Network Server setup required.
Devices
Profiles

Destinati
estinations ' More resources [4
How it works

P Secure
API reference
» Defend
Documentation
P> Act
FAQs
Test

Support forums

o
@Sﬁ

T AWS loT Core for
LoRaWAN Partner Catalog

o ﬂ-ﬂ%}]

Securely and easily

Feedback English (US) ¥ © 2008 - 2020, Amazon Web Services, Inc. or its affiliates. All rights reserved. Privacy Policy Terms of Use



IBM 1oT Platform

ernet of Things (IoT) on IBM

pose and extend apps that take advantage of data and
m your connected devices and sensors

Read the report

E Connect your device, send data to an IBM Cloud® environment, set up and manage

your devices, and use APIs to connect apps to your device data.

Products Solutions Pricing v Docs Support v Explore more v Q Contact us L

Details FAQ Resources

n IoT Platform

aged, cloud-hosted service with capabilities for device
bn, connectivity, control, rapid visualization and data

Get IoT developer resources




== Microsoft Azure

Overview Solutions Products v Documentation Pricing v Training Marketplace Part

Home / loT / Azure loT Hub

Azure IoT Hub

Managed service for bidirectional communication between IoT
devices and Azure



LoRaWAN will temporarily replace 5G networks for loT

* LoRaWAN can replace 5@, at least :
until 5G becomes available *5G nEtwor!(S will
worldwide. revolutionize the Internet
* But it will take several years for the .
te/chnolc;%y t% covir Eno‘j}“A%‘ the Of Thin gs ( lo T)
planet. Thanks to LoRa , you . :
don’t need to wait. * To build a 5G network in
* LoRa/LoRaWAN can do most of the an area, you need to build
same tasks that 5G can do — just cpe
more slowly and cheaply specific infrastructure
* A LoRa-based device can work for up from scratch.

to ten years with one battery,
whereas a 5G device will only last
several hours.

LPWAN connectivity will be the driving force behind the uptake of IoT, bringing new
companies and services to market. This partnership enables us to expand and
accelerate UK innovation (Peter Karney, Head of Product Innovation, Digital Catapult)



Non-cellular LPWAN connections by smart meter type
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A
connexin

LoRaWAN
Technology

Worldwide loT protocol offering an efficient, flexible
and economical solution to real-world problems

~Connhexin partners with

networks co

e o [ N Yorkshire Water to

R Tk

e 5 Sprovide a carrier-grade
network for loT pilot

BEN POCOCK' O APFIIL 29 2020 p




LxApeX

Digital Transformation & IT Solutions

DIGITAL TRANSFORMATIONS BUSINESS INTELLIGENCE FINANCIAL SOLUTIONS IT AND BUSINESS SOLUTIONS MORE

Applications for everyone, anywhere and at any time.

CONTACT INFORMATION

Apex TeCh N IC8| * Floor No. 4 Maktabi Building — Al Waithyah

P.O. Box 1031 Postal Code. 117

Solutions LLC. +968-95674155
*  majid.ibrahim@apexoman.net



tel:+968-95674155
mailto:majid.ibrahim@apexoman.net

’roject Overview

CHALLENGES

*BARRIERS TO
GROWTH

*ISOLATED DATA
SILOS

*LACK OF
INFRASTRUCTURE
SUPPORTING
DATA DRIVEN
INNOVATION

* GAPS IN SKILLS &
COMPETENCES

*LEVERAGING
BUSINESS &

CITIZEN

' ' . o= —
Universities International | MK Innovation
* 5 it partners Network
= IBM =
il | e IO ‘
B oo @
@ o
aon '
Industry i
s BT'.\
catAPULT

KEY OUTPUTS

* SAFEGUARDING
GROWTH IN 14,500
JOBS BY 2026

* SUPPORTED
GROWTH OF SMEs

* CITIZEN
INNOVATION

* SMART CITY CPD

* SMART CITIES
INSTITUTE

*INTEGRATED OPEN
DATA ECOSYSTEM

* SMART
NEMONSTRATION





https://www.youtube.com/watch?v=AbQN-a2d1s0&ab_channel=StarshipTechnologies

L o1 3531 1 A A8t} g

Irag Technologists Board A

L (e — =~



http://www.iraqtech.org/
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What is NB-1OT?

* From an end-user GSM STAND ALONE
systems are designed to

make 10T deployments 200kHz

possible in situations where GUARD BAND
it is impractical or LTE LTE
impossible to deploy a 200kHz

dedicated unlicensed INBAND
network.

200kHz




How are attitudes towards loT changing as the benefits
of adoption become more apparent:

(less than three years)

(more than three years) 509 52% > 61% ) 73% ’ 469 57% ’

‘ Early loT adopters Significant return on investment (ROI) Improved productivity

Adopted for less Adopted for Adopted for
than a year 1-2 years 2-3 years
Improved brand differentiation Fund loT projects within Data analytics has become
and competitiveness departmental budgets more important as a result

33% 439 ‘75%,‘79%’ <86%"89%’
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